IHAMATKA . .
JJIA OBYYAIOIUXCA Ob THPOPMALIMOHHOU BE3OITACHOCTHU JETEN

HEJIb351

1. BceMm moapsi cooOmaTh CBOO 4acTHYIO HH(pOpMaIuio (HacTosue uMsi, haMuinio, TenedoH, aapec,
HOMEp LIKOJIBI, a TaKkke (poTorpaduu CBOM, CBOEH CEMbHU U JIpy3eil);

2. OTKpbIBaTh BIOXKEHHBIE (ailiibl 37IEKTPOHHON MOYTHI, KOI'JIa HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuts, mpuaupathcsi, OKa3bIBaTh JABJICHHUE - BECTH c€0s1 HEBEKIIMBO U arpecCUBHO;

4. He pacnopspkaiicst neHbramMu TBOEH ceMbu 0e€3 pas3pelleHusi CTapIIuX - BCErja CIpallnBai
poauTenen;

5. He BcTpeuatics ¢ IHTepHET-3HaKOMBIMU B PEAJIbHOM KM3HU - IIOCOBETYMCS CO B3POCIIBIM, KOTOPOMY
JIOBEpsiCIIb.

OCTOPOXHO

1. He Bce numyt npaBay. Yutaems o cedbe Henpasay B IHTepHETe - cO00IIM 00 3TOM CBOMM POIUTENISIM
WM ONEKYHAM;

2. IlpurnamaroT nepenuchiBaThCsl, UTPaTh, 0OOMEHUBATLCS - IPOBEPD, HET JIU MOJBOXA;
3. HezakonHoe konmpoBaHue ¢aiiioB B IHTEpHETE - BOPOBCTBO;
4. Bcerpa paccka3biBail B3pOCIbIM O TTpo0JIeMax B CETH - OHU BCET/ia IIOMOTYT;

5. HCHOHBZ%Yﬁ HaCTpOﬁKH 0€30IacHOCTH H IIPpUBATHOCTH, yTOOBI HE MNOTePATH CBOU AKKAYHTBI B
COLCCTAX U APYIUX IopTajiax.

MO’KHO
1. YBaxaii Ipyrux mojab30BaTelei;
2. Ilonp3yenibest IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;
3. OTKpBIBaii TOJBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;
4. OOmaThbcs 3a HOMOILBIO B3POCIIBIM - POAUTENH, ONIEKYHBI U aIMUHUCTpAIlHs CAUTOB BCErja IOMOTYT;

5. Ilpoiian o6ydenue Ha caiite "CeTeBUYOK" 1 MOIY4H NAcOPT HUPPOBOro rpakaaHnHal

C KaXIbIM TOAOM MOJIOJICKH B WHTEPHETE CTAHOBUTHCS OOJIbINE, a MIKOJIHHUKU OJHH W3 CaMBIX
AKTUBHBIX MOJIb30Baresed Pynera. Mexay TeM, HOMUMO OTPOMHOTO KOJIUYECTBA BO3MOKHOCTEH, HHTEPHET
HECET U MpOoOJIeMbI. DTa MaMATKa JOJKHA TOMOYb Tebe Oe30IMacHO HAXOAUTHCS B CETH.

Komnbrorepubie BUpyChbl

KoMmmbroTepHblli  BHUpyC - 3TO Pa3sHOBHIHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTJIMYUTEIBHON
0COOEHHOCTBIO KOTOPOM SIBJIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B omnonHeHne K 3ToMy, BUPYChl MOTYT
MOBPEINUTH WM TOJTHOCTBIO YHUUYTOXKHUTD BCe (ailyibl U JaHHBIE, IOAKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHH
KOTOpOro Oblla 3amylieHa 3apakKeHHas @porpaMma, a TakXKe IOBPEeIUTh WIH JaXKe YHUYTOXHTD
OTEPALMOHHYIO CUCTEMY CO BceMH (ailiamu B 11e710M. B GOJBIIMHCTBE CiTydaeB pacpOCTPaHSIOTCS BUPYCHI




4yepe3 UHTEPHET.
MeTopl 3aIUTHl OT BPEJOHOCHBIX MPOTPAMM:

1. Mcnonp3yli COBpEMEHHBIE OINEPALMOHHBIE CUCTEMBI, UMEIOLIUE CEPHE3HBI YPOBEHb 3alUTBHI OT
BPEOHOCHBIX IIPOIPAMM;

2. IlocTosiHHO ycTaHaBIUBai a4ty (udpoBbIe 3aIIaTKH, KOTOPhIE aBTOMATHYECKH YCTaHABIMBAIOTCS
C IETBbI0 JOPa0OTKU MPOTPaMMBbI) U Jpyrue OOHOBJICHHUs CBOCH ONepanuoHHON cuctembl. CkauMBaid WX
TOJIBKO C o(uIIMaNbHOTO caifta pazpadorunka OC. Ecnu cymecTByeT pekuM aBTOMATHYECKOTO OOHOBIICHUS,
BKITIOYH €Tr0;

3. Pabotaii Ha cBOeM KOMITBIOTEpE IO/ IPABaMH IT0JIb30BATEIs, a HE aIMUHUCTPATOpa. ITO HE TO3BOJIUT
6OJIBI_HI/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCA HA TBOCM IMEPCOHAILHOM KOMIIBIOTECPEC,

4. Wcmonb3yil aHTHBHPYCHBIE IPOTPaMMHBIE TMPOAYKTHI H3BECTHBIX IMPOU3BOAUTEIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. OFpaHI/I‘Ib (1)I/ISI/I‘-I€CKI/II71 JOCTYII K KOMIIBOTEPY IJIA IOCTOPOHHHUX JIUIL;

6. Mcnonp3yil BHEIIHME HOCUTENU MH(POpMAIUK, Takue Kak (ielika, JUCK Wik (aill u3 WHTEpHeTa,
TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIIBIOTEpHBIE (DAIIbI, TOTyYEeHHBIC U3 HEHAIC)KHBIX UCTOYHHUKOB. Jlaxe Te (aiiibl,
KOTOpBbIE NpHCIIall TBOW 3HAKOMbIH. Jlydle yTouHU y Hero, OTIPABIISIL JIM OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BHJ nIepeiayn JaHHBIX, HE TEXHOJOTHsI, & BCETO JIUIIb Open, Mapka. Emte B 1991 roay
HUJIEpIIaHACKas KoMIaHus 3apeructpupoBaia opena "WECA", uro o603Hauaino cioBocoderanue "Wireless
Fidelity", xoTopbrlif mepeBoaANTCS Kak "OecrpoBOIHAS TOYHOCTH".

Jlo Hamiero BpeMeHH Joluia Apyras abObpeBuarypa, KOTOpas SIBISETCS TaKOW K€ TEXHOJOTHe. ITo
ab606peBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO TaHO C HAMEKOM Ha CTaHJApT BhICIIEH 3ByKOBOM TexHuku Hi-
Fi, uto B mepeBojie 03HavaeT "BhICOKAsi TOUHOCTD'.

Ha, 6ecrutaTHBIA HHTEPHET-I0CTYI B Kade, OTENAX U adpONopTax SBISETCS OTIUYHON BO3ZMOKHOCTHIO
BbIXOAa B HMHTepHeT. Ho MHorme skcmepThl cuuTaroT, 4yto oOuienoctynHele Wi-Fi cetu He sBisitoTCst
0€30IaCHBIMU.

CoBeTbl 110 0€30MacHOCTH pabOThI B 00MIENOCTYMHBIX ceTsax Wi-fi:

1. He mepenasaii cBoto nuuHyto mHpopmaiuioo yepe3 obmenoctynasie Wi-Fi cetu. Paboras B HEX,
JKeJaTesIbHO HE BBOJUTH MAPOJIU JOCTYNA, JIOTUHBI U KaKUe-TO HOMEpa;

2. Ucnonp3yil u OOHOBJISI aHTUBHUPYCHBIE MTPOrpaMMbl U Opanamayep. TeM cambIM Thl 00€30Iacullb
ce0s1 OT 3aKa4yKH BUpYCa Ha TBOE YCTPOICTBO;

3. ITpu ucnonszoBanun Wi-Fi otkmoun ¢pynkuuto "O0mmii noctyn k ¢aitnam u npuntepam". Jlannas
GyHKIMS 3aKpbITa MO YMOJYaHHUIO, OJHAKO HEKOTOpBIE IOJIb30BATENIM AaKTUBUPYIOT €€ Uil yJIo0cTBa
WCIIOIh30BaHUs B paboTe win yuede;

4. He ucnonb3yii myomuunsiii WI-FI mis nmepemaum NUYHBIX JaHHBIX, HAIpUMeEp IS BBIXOAA B
COLIMAJIBHBIE CETU WM B DJIEKTPOHHYIO IIOUTY;

5. Ucnonb3yi Tonbko 3amuienHoe coequHenne uepe3 HTTPS, a ue HTTP, 1.e. mpu Habope Be6-anpeca
BBOJM UMeHHO "https://";

6. B moOounsHOM Tenedone otkimoun Gyukmuto "Tloakmouenue k Wi-Fi aromarndecku'. He qomyckait
aBTOMATHYECKOT0 MOAKII0OUYEeHUs ycTpoiicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacusi.




CounajnHble CeTH

ConuanbHble CETH aKTUBHO BXOJST B HAIlly JKU3Hb, MHOTHE JIFOJIU pabOTAIOT U )KUBYT TaM MOCTOSHHO,
a B Facebook yxe 3aperucrpupoBaH MHIJUTHAPJ YEJIOBEK, YTO SIBISETCS OJHON CEAbMOW BCEX JKUTEICH
1aHeTbl. MHOTHE TOJIb30BaTeNId HE TOHUMAIOT, YTO UH(OpMaIus, pa3MeIIeHHas MU B COLUAIbHBIX CETSX,
MOXCT 6HTB Haﬁ,ueHa H HUCII0JIb30BaHa K€M yroaHo, B TOM YUCJIC HC 065I3aT€JIBHO ¢ Oyarumu HaMCpPCHUSIMMU.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH B COIIMANBHBIX CETSIX:
1. Orpanuyp CIMCOK Apy3ed. Y TeOs B APY3bIX HE JOKHO OBITh CIIYYalHBIX U HE3HAKOMBIX JIFOJICH;

2. 3amminail CBOIO 4acTHYIO Ku3Hb. He ykasbiBail mapomu, TenedoHsl, axpeca, 1aTy TBOETO POKICHHS
U JIPYTYIO JHYHYI0 UHPOPMALUIO. 3II0YMBIIUICHHUKH MOTYT MCIIOJB30BaTh Ja)ke WH(POPMAIHIO O TOM, KaK
Thl U TBOU POJUTEINH IJIAHUPYETE IPOBECTH KAHUKYJIbI,

3. 3amumiail CBOI pemyTalurio - JepKU €€ B YHCTOTE M 3a/aBail ce0e BOMPOC: XOTEN OBl ThI, YTOOBI
JpyTHE MOJIH30BATEIN BUJICIH, UTO ThI 3arpykaeib? [lomymaii, mpesxie ueM 4To-To OImyOJIMKOBaTh, HATUCATh
Y 3aTrPY3HUTh;

4. Ecnu Thl TOBOPHUILB C JHOJbMHU, KOTOPHIX HE 3HACIIb, HE UCIOJb3YH CBOE pealbHOE UMS U JPYTYIO
JMYHYI0 HHGOPMALUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U IIPOYEe;

5. U3beraii pazmemenust pororpaduii B aTepHere, T/1e ThI H300pakeH Ha MECTHOCTH, 1O KOTOPOU
MO>KHO OIPENIEIUTHh TBOE MECTOIIOJIOKEHUE;

6. HpI/I perucrpanuu B COIIMaJIbHOM CeTH HCO6XO,I[I/IMO HCIIOJIb30BAaTh CJIOXKHBIC ITApOJIk, COCTOAIINC U3
6YKB n I_[I/I(Il)p 1 C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. nst counanbHON CEeTH, MOYTHI U APYTUX CAaUTOB HEOOXOAMMO MCIOJIB30BaTh pa3Hble napoiu. Torna
eciy Te0s1 B3JIOMAIOT, TO 3J0yMBIIIJIEHHUKHY I0Iy4aT AOCTYII TOJbKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE TeHbI U

DNEeKTPOHHbIE JE€HBIU - 3TO OYEHb YIOOHBIN CIOCOO IUIaTeXel, OAHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTAT MOIYYUTh 3TH JICHBIU.

3J'I€KTpOHHI)I€ JACHBI'M MOABUIIMCH COBCEM HEIABHO U MMCHHO H3-3a 3TOI'0 BO MHOT'MX IOCyAdapCTBax a0
CHUX ITIOP HE NPOIHUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHr (DYHKITMOHHPYIOT U O HUX YK€ TIPOITUCAHO B 3aKOHE, TJIe X Pa3JIeISIFOT Ha HECKOJIBKO
BUJIOB - aHOHUMHBIC 1 HC AaHOHUMHBIC. Pa3HI/IHa B TOM, 4YTO aHOHHUMHBIC - 3TO TC, B KOTOpI)IX pa3peu1aeTcs1
MIPOBOANTH omepaiuu 0e3 uAeHTU(PHUKAIIUH MT0JIb30BaTeNs, 2 B HEAHOHUMHBIX HICHTU(UKALINS TTOJIH30BATEIS
SABIIsIETCS 00s13aTENLHOMA.

Taxxe CJICAYCT pa3jindaThb 3JICKTPOHHBIC q)HaTHLIe JACHBI' (paBHLI rocyaapCTBCHHbIM BaJ'IIOTaM) 151
QJICKTPOHHBIC HC(I)I/IaTHBIC JACHBI' (HC PpaBHBI TOCYAapCTBCHHBIM BaJ'IIOTaM).

OcHOBHBIE COBETHI 110 6€301MacCHOI paboTe C IMEKTPOHHBIMU J€HbIaMU:

1. IpuBsiku K cueTy MOOWIBHBIN TenedoH. DTo camMblii YIOOHBIH U OBICTPBINA CIIOCOO BOCCTAHOBHTH
noctym K cuety. [IpuBs3aHHbIi TeaedoH MOMOXKET, eciu 3a0y/ellb CBOM TUIATEeKHBINA MapoIb WU 3aiiIelIb
Ha CallT C HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnonw3yit omHOpaszoBbie mapomu. [locne mepexoaa Ha YCUIICHHYIO aBTOpHU3alnio Tebe yxe He Oyaer
yrpOXkKaTh OMACHOCTh KPaXKH UITU TepexBaTa MIaTeKHOTO Mapodis;

3. BriGepu cnoxxubIit mapodb. [Ipectymankam OyAeT HE TPOCTO yrajaaTh CIOKHBIN mmapoiib. HanexHbie
MapoJy - ATO MAPOIIU, KOTOPHIE COJAEPIKAT HE MEHEe 8§ 3HAKOB U BKJIIOYAIOT B Ce0sl CTPOUHBIE M MPOIUCHBIE




OyKBbI, IU(PPBI 1 HECKOIBKO CHMBOJIOB, TaKHE KakK 3HaK JoJuiapa, (pyHTa, BOCKIMLATENbHBIA 3HAK U T.IL.
Hampumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE OBEPSIEILb.
DJIeKTPOHHAS MOYTA

DNEeKTpOHHAs MOYTa - ATO TEXHOJIOTHUS U MPEJOCTABISIEMbIE €10 YCIYTU MO MEPEChUIKE U MOTYYCHHUIO
AJIEKTPOHHBIX COOOILICHUH, KOTOPBIE PACIpPENENIAIOTCS B KOMIBIOTEPHOH ceTH. OOBIYHO 3JEKTPOHHBIN
MOYTOBBIA SALIUK BBITTSAUT CIAEAYIOUIMM 00pa3oM: HMsI_IOJIb30BaTeNs(@uUMs_JoMeHa. Takke Kpome
nepeaayy MpoCcToro TeKCTa, MMEETCs] BO3MOKHOCTD IIepeiaBaTh (haiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM pabOTe ¢ AIMEKTPOHHOU MOYTOM:

1. Hazmo BbIOpaTh mpaBUIIBHBIN IMOYTOBBIN CepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPATH TEM, KOI'O 3HACIIb U KTO IIEPBBIA B PEUTUHIE;

2. He yka3piBaii B JWYHOM TouTe JHMYHYHO wuHpopmarnuio. Hampumep, maydime BbuIOpaTh
"My3bIKanbHbIN _paHat@" wim "pok2013" Bmecto "temal3";

3. Hcrnonp3yil OBYXSTalmHYyIHO aBTOpPHU3aLMI0. DTO KOrja INOMHUMO Mapojs HYKHO BBOAMUTH KO,
npuckLiaeMbii o SMS;

4. BpiOepu ciOXKHBIN mapoiib. s KaxAoro MOYTOBOTO SIIMKA JIOJDKEH OBITh CBOM HAaJI€KHBIMH,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecau ecTh BO3MOXKHOCTh HAIlMCATh caMOMy CBOM JIMYHBIN BOIIpPOC, I/ICHOJ'IB3YI71 9TY BO3MOXHOCTD,

6. HCHOHBSYﬁ HCCKOJIBKO ITIOYTOBBIX SAIITUKOB. HepBLIﬁ JIISL YaCTHOM IMEPCIIMCKU C aapeCaTaMt, KOTOPbIM
ThbI JOBCPACIID. 9T0 SHGKTPOHHBIﬁ aJ[p€C HC HAI0 UCII0JIb30BATh IIPpHU PCrUCTpalikii Ha q)OPYMaX n CaﬁTaX;

7. He otkpbIBail ¢aiinbl U Apyrue BIOKEHHUS B MUCbMaxX, Ja)K€ €CJIM OHM MPUIUIM OT TBOUX JPY3EH.
Jlydiie yToYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (pailibl;

8. Ilocie okoHuaHUs1 pabOTHI HA MOYTOBOM CEpPBHCE MEpPe] 3aKPBHITHEM BKJIAJKU C CAUTOM HE 3a0yb
HakaTb Ha "BeiiTn".

Ku6epOy/uiuHT WM BUPTYaJbHOE U31€BATEIbCTBO

KubepOynnuHr - mnpecinenoBaHHe COOOLIEHUSIMH, COJEPXKAIlMMH  OCKOPOJIEHUS, arpeccuio,
3aIllyTUBaHKE; XYJIUTAaHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TOMOILBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 O0pBOE ¢ KNOEPOYIUITMHIOM:

1. He Opocaiics B 60ii. Jlydmmii crmoco6: mMOCOBETOBATHCS Kak ceOsi BECTH W, €CIM HET TOro, K KOMY
MO3KHO 00OpaTHThCS, TO BHaYalle YCIIOKOUTHCA. ECiM Thl HAUHEITh 0TBEYATh OCKOPOICHUSIMHI Ha OCKOPOIEHUS,
TO TOJIBKO e1ie OO0JIbIIEe Pa30XIKelTh KOH(IIKT;

2. Yrpasinsii cBoel kubeppenyraruei;

3. AHOHMMHOCTh B CETH MHHMAs. Cy]J_ICCTByIOT CITIOCOOBI BBISICHUTH, KTO CTOHUT 34 aHOHUMHBIM
AKKayYHTOM;

4. He cTouT BecTH XyJaUTaHCKUI 00pa3 BUPTyanbHOM ku3HU. IHTEpHET (puKcHUpyeT BCe TBOU JAEUCTBUS
U COXpaHseT uX. Y JAINTh UX OyJeT KpaiiHe 3aTpyAHUTENbHO;

5. ColOmroaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urhopupyit enunuuHblii HeraTuB. OaHOpa30Bble OCKOPOWTENbHBIE COOOLIEHHUS —JIydlle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsi Ha Ha4aJIbHOM CcTaauH;




7. ban arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMH COOOIICHHUSMH, B COLUATIBHBIX CETSIX €CTh
BO3MO>XHOCThH OJIOKUPOBKH OTIPABKH COOOLICHHI C ONpeeICHHBIX a/IpECOB;

8. Ecnu I cBUzeTenb kKubepOysuimHra. TBOM AEWCTBUS: BHICTYIHTD POTUB MpPECIe0BaTENs, TOKa3aTh
€My, YTO €ro JIEHUCTBHs OLIEHUBAKOTCA HEraTUBHO, IMOIIEPKATH KEPTBY, KOTOPOU HYKHA IICUXOJIOrMYECKas
IIOMOILlb, COOOIIUTH B3POCIIBIM O (DaKTe arpecCUBHOIO OBEJCHUS B CETH.

MooOnabHbli Te1edoH

CoBpeMeHHbIe cMapThOHBI U IIAHIIETHI COACPIKAT B c€OE BIOJIHE B3POCIbIN (YHKIIMOHAI, U TENEPh
OHH MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMH KOMIbIoTepamMu. OQHAKO, CPEACTB 3aIIUTHI I TT0I00HBIX
YCTPOMCTB MOKAa OY€Hb MaJIO. TeCTUpOBaHKE U MOUCK YS3BUMOCTEH B HUX MPOUCXOIUT HE TaK HHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcss 1 MOOMITBHBIX MPUITOKCHHIA.

CoBpemeHHbIE MOOHWIIbHBIE Opay3epbl YK€ MpPaKTHUYECKU JOTHAJIM HACTOJIbHBIE aHAJOTH, OJHAKO
pacmpenue (yHKIIMOHAJIA BIICYET 32 CO00i OONBIIYIO CIOKHOCTh U MEHBIIYIO 3aLIUIIEHHOCTD.

I[ELTICKO HEC BCC IIPOU3BOANTEIIN BBIITYCKAKOT O6HOBJ'I€HI/I$I, 3aKPBIBAIOMIUEC KPUTUUCCKUE YA3BUMOCTH AJIA
CBOHX YCTpOﬁCTB.

OcHOBHBIE COBETHI JyIsi 06€30MaCHOCTH MOOMIIBLHOTO TeliepoHa:

Huuero He siBnsieTcss mo-HacTosieMy OecraTHbIM. byab ocTopoxkeH, Belb Korja TeOe MpeanaraioT
OecrutaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;

Hymaii, npexae yem oTnpaButb SMS, ¢hoto uiu Buaeo. Thl TOUHO 3HACIIb, I/I€ OHU OYIyT B KOHEYHOM
urore?

HCO6XOI[I/IMO OOHOBIIATH OICPAallMOHHYI0 CUCTEMY TBOCTO CMapT(I)OHa;
I/ICHOHBSYﬁ AHTHUBUPYCHBIC IIPOIrPAMMBI IJId MOOHIBHBIX TGJ'IC(bOHOB;

He 3arpyxaii npuiokeHHs OT HEM3BECTHOTO MCTOYHHKA, BEIb OHH MOTYT COJIEPXKATh BPEIOHOCHOE
MIPOrpaMMHOE 00ecTIeYeHUE;

[Tocre TOTO Kak ThI BBIIICIIB C caiiTa, TJe BBOIMII JIMYHYIO HH(OpMaIuIo, 3aiiin B HACTPOHKH Opay3epa
U yaamu cookies;

[leproauuecku npoBepsii, Kakue MIaTHbIE YCIYT'H aKTUBUPOBAaHbI HA TBOEM HOMEPE;
JlaBaii cBoif HOMep MOOMIBHOTO TeNe(OHA TOIBKO JIFOIIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEPSEIIb;

Bluetooth nomxen ObITH BBIKIIIOUEH, KOT1a Thl UM HE MoJib3yebesi. He 3a0bIBail HHOT/1a TPOBEPSITH 3TO.
Online urpsi

COBpeMGHHBIG OHHafIH-PIFpI)I - OTO KpaCOYHBIC, 3aXBATBIBAOIINEC PA3BJICYCHMA, O6’B€I[I/IH${IOHII/I€ COTHH
TBICAY YCJIOBEK I10 BCEMY MUDY. I/ITpOKI/I HCCICAYIOT I[aHHLIfI UM MHUD, 06]].[3.IOTC$I Apyr € ApYTroM, BBIITOJIHAKOT
3aaHuA, CpaXaroTCid C MOHCTpaMHU M IIOJTy4YarOT OIIBIT. 3a YAOBOJBCTBUEC OHU IJIATAT: HOKYIIAIOT JUCK,
OIUIAYMBAIOT A0OHEMEHT HIIH HpI/IO6peTaIOT KaKueC-TO OIIIIHH.

Bce atu cpenctBa MayT Ha MOAJEp)KaHUWE M PAa3BUTHE WUIPHI, a TaKKe Ha camy Oe30MacHOCTb:
COBEpIICHCTBYIOTCS CHUCTEMBbl aBTOPU3AIMM, BBITYCKAIOTCS HOBbIE NaTud (IU(pOBBIE 3arIaTKu s
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO)IO6HI)IX HUrpax CTOUT OIIaCaTbCA HE CTOJIBKO CBOHMX COIICPHUKOB, CKOJIBKO KpaXXu TBOCTO IapOJid,
Ha KOTOPpOM OCHOBAaHa CUCTEMaA aBTOpHU3aAl[UU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIACHOCTU TBOETO HUI'POBOI'0 aKKayHTa:




1. Ecnu npyroit urpok BeneT ce0s TI0X0 WM CO3JacT TeOe HEeMPUATHOCTH, 3a0JJIOKUPYH €T0 B CITUCKE
UTPOKOB;

2. Tloxanyiicst aiMUHUCTPATOPaM UIPhl Ha IUIOXOE NOBEIEHHUE 3TOTO0 UTPOKA, JKENATEIBHO MPUIOKUTD
KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii tuunyro uHdopmalyio B npodaise urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTDE;

5. He ycranaBnuBaii HeO(UIIUAIBHBIE TATYN U MOJIBI;

6. Mcnonp3yil ciioKHbIE U pa3Hble MApOJIH;

7. I[a;xe BO BpEMs UT'PblI HE CTOUT OTKJIFOYATH aHTUBUPYC. Iloka TeI urpacuib, TBOM KOMIIBIOTECP MOI'YT
3apa3nTh.

OUIMHT 1IN Kpaka JUYHbIX JaHHBIX

OObIUHOM KpaXkel JeHer U JOKYMEHTOB CEro/iHs y>K€ HUKOTO He YAMBHIIb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTUI 3JIOYMBILUIEHHUKH NEPEMECTWIMCh B HMHTEPHET, U MPOJOIDKAIOT 3aHUMAThbCsl "THOOUMBIM"
TIETIOM.

Tak mosIBUIIACH HOBasi yrpo3a: WHTEPHET-MONICHHWYECTBA WJIM (DUINWHT, TJIABHAs IEIh KOTOPOTO
COCTOWT B MOJIYYCHUH KOH(PUICHINATBHBIX JAHHBIX TOJIh30BaTENICH - JIOTHHOB ¥ Naposieil. Ha anrimiickoM
s3pike phishing ynTtaercs kak ¢ummHr (ot fishing - peiOHas noBis, password - Mapob).

OcHOBHBIE COBETHI IO O0pHOE ¢ HUITHMHTOM:

1. CHGI{I/I 3a CBOMM A4aKKayHTOM. Ecou THI moao3peBaciib, 4TO TBOA AHKETA ObLIa B3JIOMaHa, TO
HCO6XOI[I/IMO 38.6J'IOKI/IpOBaTL cC u COO6H_[I/ITB AIAMUHUCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOpEEC;

2. Ucnonw3yit 6e30nacHbie BEO-CAMThI, B TOM YKCIIE, MHTEPHET-MAara3nHOB M MOUCKOBBIX CUCTEM;

3. Vcionb3yii ClloKHBIE U pa3HbIe apoiid. Takum 00pa3om, eciid Te0st B3JIIOMAIOT, TO 3JI0YMBIIIIICHHUKHI
moJrydat JO0CTYI TOJIBKO K OTHOMY TBOEMY HpO(i)I/IJ'IIO B CE€THU, a HE KO BCEM,

4. Eciu Tebs B3JIOMaJId, TO HCO6XOI[I/IMO npeaynpeanuTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC I[O68.BJ'I€HBI y
TEOS B APYy3biX, O TOM, 4YTO TeOs B3JIOMAJIH ", BO3BMOXKHO, OT TBOCTO MMCHU 6YI[6T pacCblIaTbCA CIIaM U
CCBbIJIKHM Ha (1)I/IIJ_II/IH1"0B]':>IG CaﬁTLI;

5. YcranoBu HazaexHbli napoib (PIN) Ha MoOUIBHBIN TenedoH;
6. OTKIII0YM coXpaHEHHe MMapoJs B Opaysepe;

7. He oTkpbIBail ¢ailsibl 1 Ipyrue BIOXKEHHs B MHCbMaXx, Ja)K€ €CIM OHM MPUILIN OT TBOUX JPY3EH.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paiibl.

Hudposas penyrauus

HudpoBas penyranus - O5TO HeraTHBHas WM TIO3WTHBHAas uWHGopManus B ceTH O Tele.
Kommpomerupyromias uHpopmarius, pa3MenieHHas B HHTEPHETE, MOXKET CEPbe3HBIM 00pa30M OTPa3HThCS Ha
TBOEH peanbHOil xu3HU. "L{udposas pemyrarus” - 3To TBOM UMUK, KOTOPBINA popMuUpyeTcs u3 nHGopMaIuu
0 Te0e B MHTEpHETE.

TBoe mecTo KUTCJILCTBA, y‘-IC6LI, TBOC (I)I/IHaHCOBOe TIOJIOXKCHHUCE, 0COOEHHOCTH XapaKTepa U PpacCKa3bl O
OJIM3KUX - BCE ATO HAKAIUIMBACTCS B CETH.

MHorue noJIpoCTKU JIETKOMBICJIEHHO OTHOCSTCS K MyOJIMKaluu JTu4Hoi nHopmanuu B IHTepHere, He
MOHMMasl BO3MOXHBIX MochHeAcTBUM. Thl nmaxke HE CMOXeHIb Jorajarbcs O TOM, 4YTO Qororpadus,




pa3MeleHHas 5 JeT Ha3aj, CTaja MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienrue TBouX Gororpaduil u Apyrue AelcTBUS MOTYT HE UCUE3HYTh JaKe Mociie
TOT0, KaK Thl MX yJalullb. Thl HE 3HaEllb, KTO COXpaHWJ 3Ty HUH(OpMaIHIo, Mornajia JIi OHa B IOUCKOBHIE
CHCTEMBI U COXPAaHWJIACH JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Te0e OKpYXKAroIIKe JII0IU, KOTOpbIe HAlAyT 1
yBUAAT 3T0. Haiitu nHdopmMaiinio MHOTO JIET CITYCTsI CMOXET JiIto00il - Kak U3 J0OpbIX MOOYXKIEHUH, TaK U C
HaMEpEHHEM NPUYMHUTH BPeA. ITO MOXKET OBITh KTO YTOTHO.

OCHOBHBIE COBETHI 110 3alIUTE IIUPPOBON pEIyTaIHH:
1. [Tomymaii, mpesk/ie 4eM 4TO-TO MyOIMKOBATh U TIEpeiaBaTh y ceOsi B 0JI0Te WK B COLIUATBHON CETH;

2. B HacTpoiikax npoduiis yCTaHOBU OTPaHUYCHUS Ha TPOCMOTP TBOETO MPO(HIIS U €r0 COAECPKUMOTO,
czenail ero Tosbko "nis apysei’;

3. He pa3smemaii u He yka3bIBail HHPOpPMAIUIO, KOTOPast MOXKET KOro-1100 OCKOPOJIATh MM OOMXKATh.
ABTOpCKOE PaBo

CoBpeMeHHbIE IKOJBHUKHU - aKTUBHBIE MOJIb30BaTeNd HHU(POBOro npoctpaHcTBa. OnHAKO JaJIeKO HE
BCE 3HAIOT, YTO IOJIb30BAHHE MHOTUMH BO3MOXKHOCTSMHU IU(PPOBOTO MUpa TpeOyeT COONIIOICHHsS MpaB Ha
UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "MHTENIEKTyaabHasi COOCTBEHHOCTb" OTHOCHUTCS K Pa3IMUHBIM TBOPEHHSIM YEJIOBEYECKOIO
yMa, HauYMHas ¢ HOBBIX M300PETEHUI M 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH, U
3aKaH4YMBasi KHUTaMHu, poTorpadusiMu, KHHOPUIbMaMU U My3bIKQJIbHBIMU IIPOU3BEIECHUSIMH.

ABTOpCKHME IIpaBa - 3TO IIpaBa Ha HHTEJUIEKTYaJbHYI0 COOCTBEHHOCTb Ha IPOM3BEICHUS HAYKH,
JUTEpaTyppl W HMCKycCTBA. ABTOPCKHME IIpaBa BBICTYNAIOT B KayecTBE TapaHTUU TOro, 4TO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HEe OyIeT HAIlPACHBIM, 1AaCT €My CIpaBeAIMBbIE BO3MOXKHOCTH
3apaboTaTh Ha pE3yJIbTaTax CBOETO TPY/a, MOJYYUTh U3BECTHOCTh M Npu3HaHWe. Hukro 6e3 paspemeHus
aBTOpPa HE MOXET BOCIPOU3BOJMUTH €ro MPOU3BEJIEHHUE, PACIPOCTPAHATh, MYOJIMYHO JEMOHCTPUPOBATH,
poJaBaTh, UMIIOPTUPOBATh, IyCKaTh B MPOKAT, MyOJUYHO UCTIOTIHSATH, TIOKA3bIBATh/UCIIOJHAT B A3UpPE WIH
pasmeluars B lHTepHere.

Hcnonws3zoBanue "muparckoro” mporpaMMHOTO 00ECTICUeHHs] MOKET MPUBECTH K MHOTUM PHCKaM: OT
MOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTPOMCTBA, T/l€ YCTaHOBJIEHA HeJerajabHas
nporpamMMa. He cTout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIeralibHbIE U OECIUIaTHBIE MPOTPAMMEI, KOTOPHIE
MOYKHO HaWTH B CETH.

O nopraJie
CereBn4oK.p( - TBOI I1aBHBIA COBETYUK B CETU. 371€Ch Thl MOXKEIIb y3HaTh O OE30MACHOCTH B CETU

MOHATHBIM U JOCTYIHBIM S3BIKOM, @ IPY BOSHUKHOBEHUHN KPUTHUYECKON CUTYalluU 0OpaTUTHCS 3a COBETOM. A
TaK)X€ NIPUHATH y4acTHE B KOHKYpCaX U CTaTh CaMbIM LIU(PPOBBIM I'paxaaHUHOM!



